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Apere’s IMAG (ldentity Managed Access Gateway)

provides complete ldentity life cycle management for
all the Identities that exist at the applications and
networks in the enterprise. IMAG uniquely enforces
them on the networks on a per packet basis to
provide granular access to resources both at
applications and networks.

IMAG'’s Identity based access control bridges the two
domains of application security and network security
using features like auto discovery, workflow
delegation, Rapid Connector Appliance. IMAG builds
a policy database with the intelligence of all the users
and their access rights within the enterprise. Any
update to ldentities result in automatic updates of
access policies in IMAG and in turn secures the
resources. IMAG can also do role based user
provisioning with authorization workflow to the
managed applications, provide self administered
password reset service to users, and generate
detailed reports including one click compliance
reports at scheduled time. These dynamic real time
policies are applied on the network traffic to control
access to critical resources. APIs are provided to
push these policies to other enforcement devices like
NAC and IPS devices.
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Benefits

Seamless integration into the network.

Deployment in a non-intrusive way to monitor network
traffic, discovery applications and report the access details.

Identity reconciliation, based on multiple rules. A quick way
to identify the status of the identities in both applications
and networks.

Application and network administrators manage their
respective resources. Email based workflow management
helps different administrators to manage their respective
resources

Orphan accounts, duplicate accounts, account with multiple
user access are identified. IMAG provides a single window
for provisioning users and groups. A clean list of identities
and access rights within applications is established.

Reduces the Calls to Helpdesk by providing a User self help
for password reset on their respective applications.

Simple and effective framework to facilitate user self
account creation and updation, Significantly reduces the
time, costs and efforts for an Enterprises with Mobile work
force, Ensures IT Policies and Compliance regulations are
met.

Identity changes at applications automatically updates
IMAG access rules

IMAG generates Canned reports for GLBA, SOX, and
HIPAA. All access details, alerts, critical events are logged
in Syslog format
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Specifications

& Dimensions
1.7" in (Height), 16.8” (Width), 14.0"(Depth)
Weight 14.5 Ibs (6. 6 kg)
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e Interfaces
- 2 x10/100/1000 Ethernet Ports (Ingress, Egress)
- 1 x10/100/1000 Management Port

e RAID
RAID 1
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